
 
 
Browser Tracking with Simo Ahava Q&A - 06-18-20 
 
Is cookie consent models/banners driven out of 3rd party platforms such as OneTust, is 
the only path forward with GDPR/CCPA? Because Analytics data gets skewed if we 
deploy any 3rd party platforms. 
 
[Cory Underwood]  I don’t believe so, a consent system isn’t that technically complex and if a 
company wanted to invest in development they realistically could build one.  It’s more a question 
if a company wants to solve a problem where a solution already exists on the shelf. 
 
[Simo Ahava] I’m not quite sure if I understood the question, but I’ll try to tackle all my 
interpretations:  

- There’s no reason to implement consent management with a 3rd party tool - you can, 
but you don’t have to. IAB has the Transparency & Consent Framework (version 2.0), 
which you can use as a starting point to building your own, first-party consent 
management system. There are also open-source options out there you can leverage. 

- Analytics data doesn’t necessarily get skewed if you deploy third party platforms. The 
tech is the same whether it’s 1st party or 3rd party. Naturally, if the platform is loaded 
from a domain that’s restricted by blockers, or if the platform sends requests to 
endpoints that are similarly blocked, the data will be incomplete. Consent-wise the 
approach doesn’t really change if you’re talking 1st party or 3rd party, at least in the EU, 
as the principles governing stateful data such as cookies and storing and collecting 
personal data apply in all scenarios. 

 
What do you guys are seeing in terms of the future of Cookies? 
 
[Cory Underwood]  I think 3rd party cookies will continue to be locked down and more 
restrictions will be placed on data collection in general (be it legal or technical), what we’re likely 
going to see is a replacement technology be developed for some of the more common use 
cases, much like how Safari and Chrome are discussing alternatives for attribution of ad clicks 

https://iabeurope.eu/tcf-2-0/


which would not be dependent on cookies. You’ll want to understand your use cases for cookies 
and figure out if your existing platform is likely to continue to be viable long term based on 
where the industry is headed. 
 
[Simo Ahava] Cookies are on their way out, and with good reason. It’s not just because of 
privacy reasons, but also because how they are an outdated, expensive (performance-wise), 
and generally insecure/unsafe way to pass information over the HTTP protocol. Storage in 
third-party context is already so constricted that building any type of business logic over it is 
quite unreliable. There are lots of proposals in standards groups and in web community groups 
about replacing or augmenting stateful data collection and transfer in the web with more 
performance- and privacy-friendly alternatives. 
 
However, cookies are such an integral part of how the web works, I’m skeptical if they’re ever 
completely phased out. My guess is they’ll be neutered to the point where their actual 
usefulness is restricted to a very slim set of purposes, incentivizing site and service owners to 
migrate to other stateful options sooner rather than later. 
 
How would the site know that request from 2 sites comes from the same user? Is it done 
by comparing the user-agent? 
 
[Cory Underwood]  Currently 3rd party cookies serve this purpose in a deterministic manner. A 
more probabilistic evaluation could be used off something like the URL name/value pairs.  The 
issue with the latter method is in isolation you are less likely to be sure the user is the same 
person, as people share URLs. 
 
[Simo Ahava] 3rd party cookies would make this information available IF the browser / 
extensions don’t block them. If the user visits both sites by clicking links on a source site (e.g. 
facebook.com), the source site could use their first-party cookie space to decorate the outbound 
links, and then a JavaScript library (e.g. Facebook pixel) running on both sites could correlate 
the user’s visit with the URL parameters. 
 
Another option is fingerprinting - by combining information in the HTTP headers (IP, user agent) 
with information in the browser (plugins, hardware information, etc.), a fairly unique hash can be 
created for the user’s browser, and this hash can then be compared on the two sites, assuming 
the user visited both with the same device and browser, and in a relatively short time frame. 
This is also called “stateless tracking” and is being actively disarmed by all browsers. 
 
Simo - in your video / article about rewriting Analytics cookie expiration because the 7 
day cap on Safari, you mention you aren't advocating for it necessarily, however, is this 
something considered 'mal-practice'? 
[Simo Ahava] Hmm, I’m actually definitely advocating for moving all business-critical cookie data 
to HTTP cookies; even HttpOnly if possible. I don’t see how it could be a bad practice, as it’s 
what ITP implicitly recommends you do. The problem with JavaScript cookies is that you have 



no governance over them - a third-party library can do whatever they want in the client-side 
space. That’s why ITP is aggressively making them less effective. 
 
When you start moving cookies to HTTP request/response handlers, you are taking an active 
part in the governance of stateful data on your site. You are taking responsibility for how state is 
handled on your site. If anything, it’s a good way to audit what stateful storage is actually 
meaningful on your site or your service. 
 
 
Ultimately, how does this undercover battle impact the quality data that we gather from 
social media platforms (marketing analytics) and from our own site (e-comm analytics)? 
 
[Cory Underwood]  You’re likely to see an increased diversion of analytics between the two 
systems.   If for example, you click an ad while using Brave, but Brave removes the name/value 
pairs - the Ad Service counts one click, where the website counts no arrivals from an ad.   So 
depending on your browser mix and how the specific tech works, more trust is likely required as 
a one to one correlation is increasingly unlikely. 
 
[Simo Ahava] Agreed with every that Cory wrote above. Vendors will also start moving towards 
more insidious tactics, such as colluding with the site/service owners to start moving tracking to 
CNAME redirects, to more complicated data sharing scenarios, and to other opaque practices 
that are beyond the scope of what independent auditors can reach. In my opinion, the energy 
used for trying to figure out ways to circumvent tracking protections should be redirected to 
joining discussions on how to preserve the effectiveness of data collection for adtech without 
compromising the user’s right to privacy. 
 
No mention of blocker plugins? Like Ghostery? 
 
[Simo Ahava] Not really sure what I should have mentioned about them, as the presentation 
was about how browsers are proactively taking the initiative to prevent tracking. A browser 
plugin is the browser user taking the initiative, so quite a different thing. Also, blocker plugins 
are much more devastating in how they can cause side effects (e.g. blocking business-critical 
JavaScript), since they consider the user to be aware of what these blockers do.  
 
I have just one recommendation when it comes to the phenomenon of these blockers: don’t try 
to figure out ways to circumvent them. It’s unethical. If a user is using a blocker to block your 
analytics and advertising data collection, they have the right to do so, and they have the right to 
expect that you will not try to shove your data collection down their throats. 
 
If Brave is removing the click ids, is it good to say that Google Ads conversion tags will 
not work? 
 



[Cory Underwood]  It is, but Brave blocks most tags as well.   Brave by design is hard to track 
and do attribution with. 
 
[Simo Ahava] Yep. 
 
Regarding browsers, it seems like Chrome is the most insecure of the list. Which one do 
you recommend using? 
 
[Cory Underwood]  If you were very concerned about privacy, you’d want to look at Brave or 
Safari.  
 
[Simo Ahava] I still use Chrome because I love their DevTools, but I also quite actively use all 
the major browsers (Edge, Firefox, Chrome, Safari, Brave). In terms of speed, I love Brave, but I 
don’t like how there’s so much breakage due to the aggressive privacy restrictions (especially 
on the mobile app).  
 
Has there been any data published yet by the major ad companies (Google Ads – 
Adwords & Doubleclick, Facebook, etc) on what % they feel that their reported 
conversions are being understated? 
 
[Cory Underwood]  I haven’t seen official numbers, but if you look at Search 360’s Support page 
They state: 
 
Systems may not be able to directly measure conversions due to factors such as website cookies 
being unavailable. In these cases, Search Ads 360 uses machine learning and historical data to scale 
the number of conversions and conversion revenue that can't be directly measured. 

 
 
With that being said, German publishers reported 15-25% reduction in Ad price when Firefox 
enabled their tracking protection by default due the increased difficulty in attribution. 
 
[Simo Ahava] As I mentioned in the webinar, I wouldn’t look at data published by the ad 
companies themselves - it’s going to be skewed to elicit sympathy (or to fuel aggression against 
privacy-preserving efforts). Hopefully, more cross-disciplinary research will emerge in the near 
future, and not just research published by publishers OR vendors OR privacy advocates. 
 
What is the best way that a marketer can create their own data driven POV on the effect 
this is having on conversion attribution reports? 
 
[Cory Underwood]  Work with your technical team to understand how your pixels work and 
evaluate what that means for your specific browser mix. This should allow you to get a baseline 
estimate to how impacted you specifically may be.  

https://support.google.com/searchads/answer/2791195?hl=en
https://digiday.com/media/theyre-hurting-german-publishers-wrestle-with-firefoxs-latest-anti-tracking-changes/


 
For the July 14th deadline, what specifics do sites need to change/update to address it? 
Or just stay aware of it? 
 
[Cory Underwood] The site developers need to update any cookie being used in a 3rd party 
context with the correct attributes as described here.  With that being said, there are some 
incompatibility issues which will require fallbacks for browsers listed on the support page. 
 
[Simo Ahava] Note that July 14th isn’t a deadline. It’s just the date when Chrome will start the 
roll-out again, as it was paused because of COVID-19. It’s difficult to say when full roll-out is 
expected to complete.  
 
Cookieless tracking is the future lot of vendors mention, what are your thoughts about 
this? 
 
[Cory Underwood] all vendors have indicated that they want to reduce fingerprinting tech.  With 
that being the case, I consider it an arms race that I would not be interested in running.   Such 
tech which is actively being targeted may break at any point, and I’d rather work on a solution 
that is largely acceptable to browser makers. 
 
[Simo Ahava] Without some way to authenticate the user via a trusted log-in, I can’t think of 
what this cookieless tracking refers to, unless it’s about fingerprinting with things like browser 
settings and/or email hashes. With authentication/consent, it’s the right way forward. With 
fingerprinting, it’s not. 
 
What is the biggest danger for Analytics if a Site does not address the SameSite update? 
 
[Cory Underwood] Any cross site functionality may break or not work as intended. Single Sign 
Ons may fail to work cross domain, Attribution may not work properly and so on. 
 
[Simo Ahava] Note that SameSite isn’t something the site needs to address, but rather 
something that the platform or vendor setting cookies must. And then, it’s only for analytics / 
advertising relying on cookies in third-party context. Thus, platforms like Google Analytics and 
Adobe Analytics are largely unaffected. However, there are edge cases, such as loading a 
third-party widget in an iframe, where your Google Analytics tracker is also running. In that case, 
the cookie used by Google Analytics is accessed in a third-party context, and thus needs to be 
modified. I’m cautiously expecting that many of the cookies used in first-party context only will 
start being default-set to SameSite=None (thus allowing their use in third-party context). 
 
What is IAB TCF? Recently we got an update to upgrade to this from adobe audience 
manager how to know  if we are needed to upgrade to IAB tcf latest for AAM? 
 

https://web.dev/samesite-cookies-explained/
https://www.chromium.org/updates/same-site/incompatible-clients


[Cory Underwood] IAB TCF is the IAB Europe Transparency & Consent Framework.  You likely 
require the upgrade to comply with the TCF 2.0 standards, Adobe’s help article can be found 
here. 
 
What would you recommend when vendors push you to implement their server-side 
solution as the path forward (in this context), when it's apparent that it doesn't do 
anything to solve for identity resolution? 
 
[Cory Underwood] It would depend greatly on the use case.  There are a lot of trade offs to 
tracking from the server in terms of internal development support and costs, and if that opens 
you up to any additional regulation or requirements.  You’d want to understand the full scope of 
the impact before agreeing to any specific design - be it client or server. 
 
[Simo Ahava] I’d try to uncover their actual reasons for doing this. Most often they say 
something like “We want to move to first-party cookies, so we need this to run on your own 
subdomain”, which is complete BS. You don’t need to reserve a subdomain to have the vendor 
use first-party cookies, as they can just have you download their JavaScript library from their 
CDN, and load that in the user’s browser. 
 
I’d wager the real reason is two-fold: 1) to avoid ad blockers from targeting the data collection, 
as blockers are less likely to block your subdomain than they are to block the vendor domain, 
and 2) to have unrestricted access to your first-party cookies. 
 
Both are very shady reasons. There are lots of benefits to moving tracking to your own domain 
namespace, such as being able to keep the amount of client-side cross-site requests to a 
minimum. However, when an adtech vendor approaches you with a plea to move tracking to 
your own domain namespace, I don’t think they’re doing it to improve the performance of your 
site or service. 
 
How do you recommend that we quantify those who block tracking? 
 
[Cory Underwood]  This is hard to do. One way is you can compare your Back End Conversions 
with that of the analytics tool. There should be a delta. That’s the lower bound meaning at least 
that many users have some configuration preventing the client side tracking from working as 
expected. 
 
[Simo Ahava] Yep, it’s difficult to create a heuristic that would capture all possible venues for 
blocking, but comparing hits in your server logs (with appropriate bot filtering) to hit-level data 
collected in your analytics tool is a good proxy.  
 
From a digital analyst's mindset, can't security certification be considered as a fallback 
for certified first party based analytics CNAME setup? Vendor would then need to update 

https://iabeurope.eu/tcf-2-0/
https://docs.adobe.com/content/help/en/audience-manager-learn/tutorials/setup-and-admin/data-governance-and-privacy/iab-tcf-support.html
https://docs.adobe.com/content/help/en/audience-manager-learn/tutorials/setup-and-admin/data-governance-and-privacy/iab-tcf-support.html


or provide certification authority tool fingerprint, to highlight if the client wants to enable 
any analytics module to be used for any off site advertising. 
 
[Cory Underwood] If I am understanding this question correctly - It’s still a risk evaluation.  Just 
because someone certified a company doesn’t mean that company has no security 
vulnerabilities - it just means none were found during the audit.   Should they ultimately be 
compromised the certification doesn’t do much for you as you still have the fallout to deal with, 
but the certification may shield you from or reduce certain fines imposed by regulatory agencies. 
Additionally, keeping a fingerprint in sync is extra overhead the companies involved now need to 
account for - because all tracking will break by design when the fingerprint stops matching. 
 
Can you please flesh out the pros and cons of server side tracking? You mentioned that 
it's not a complete solution would love to understand what it solves and doesn't solve 
 
[Cory Underwood]  By default most will still use cookies to establish sessions.  But if you want to 
track user interactions, you’ll need some client side JavaScript to communicate with the server.  
 
The positive aspects of this are that it may improve site performance through less JavaScript, 
and it means that your analytics may no longer be blocked by the browser or it’s extensions 
resulting in increased measurement.  It may result in less code on the client, and may reduce 
the attack surface of an application by removing 3rd parties from having direct interaction with 
the client.  
 
On the other hand, you likely now have tighter integration with your server code, driving up 
development time and complexity to the tech stack.  Since you may have to modify server code 
to get this to work well, that can have far reaching consequences such as altering your caching 
layers and even up to a site migration if your existing host doesn’t allow you to modify the server 
code.  Server to server tech can also be harder for people to debug as the network calls to the 
analytics system are not done in the browser, so can’t easily be parsed by browser tooling. 
 
[Simo Ahava] Pretty much what Cory said. Though I disagree with the complexity of the tech 
stack. You don’t have to integrate anything into your actual web server stack if you don’t want to 
- “server-side tracking” can be run as a completely independent platform / stack, if “server-side” 
here refers to moving tracking capabilities away from the client. 
 
It’s a great way to improve client-side performance and to streamline your analytics/advertising 
tech. Instead of multiple different payloads mapped and sent from the client to their respective 
endpoints, you could even approach a single event stream shooting to your analytics server, 
where it’s then parsed and shipped to the various endpoints using server-to-server tech. Not all 
advertising and analytics services support s2s calls, but I think this is a capability that many 
services will be investing in in the near future. 
 



Biggest problems have to do with governance and accountability. It’s more difficult to audit the 
data streams of any given service, and capability to do independent auditing is one of the most 
important ways to prevent data leaks and breaches.  
 
 


